NudopmanuonHas namMsaTka 00 OCHOBHBIX PUCKaX Jisl AeTeld B ceTH « MHTEepHET» H

MEPHBI 110 UX MUHUMU3AIHU

C KaXXIbIM TOAOM MOJIOACKH B HHTCPHCTC CTAHOBUTHLCA 60.HI>I_HG, a IMKOJIPHHUKM OJHH M3 CaMbIX
aKTUBHBIX TOJIb30Barenel PyHera. Mexay TeMmM, MOMHUMO OrPOMHOIO KOJHMYECTBA BO3MOMKHOCTEH,
MHTEpHET HeceT W MpolieMbl. JTa MaMATKa JOJDKHA TMOMOYb TeOe Oe30macHO HaXOAMTHCS B CETH.
Kommerotepasie Bupychl KoMmmblOTEepHBI BHPYC — 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOTrpamm,
OTJIMYUTEIBHONH OCOOCHHOCTBIO KOTOPOHM SBJISETCS CIIOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue k
3TOMY, BUPYCHI MOT'YT MOBPEAUTDH WIIU MOJHOCTHIO YHHUUTOXKUTH BCe (ailiibl U JaHHbIE, TOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UIMEHH KOTOPOro ObUIa 3amylieHa 3apak€HHasi porpaMma, a TakKe MOBPEIUTh HITU
Ja)ke YHUYTOXKHUTH OMNEPAllMOHHYIO CHCTeMY cO Bcemu (hailmamu B 1iesioM. B OoJbIIMHCTBE cllydaeB
pacnpoCTpPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MeTO)ILI 3allIMTHI OT BPCAOHOCHBIX MporpamMmm:

1. Mcnonb3yii COBpEMEHHBIE OIEpAallMOHHBIE CHCTEMBI, MUMEIOIIME CEPbE3HBIM YPOBEHb 3aIUUTHI OT
BPEJIOHOCHBIX IIPOrpamMM;

2. ITocTtosiHHO ycTaHaBiMBal mavtu (IUQPPOBBIE 3aIUIATKHA, KOTOPHIE aBTOMAaTHYECKH YCTAaHABIUBAIOTCS C
LEeJIbI0 JOpaOOTKM MPOrpaMMbl) U JIpyrue OOHOBIEHMS CBOEH onepalMoHHON cuctembl. CkaumBail MX
TONBKO C oduIHaibHOrO caita paspadorunka OC. Ecmm cymecTByeT peXHUM aBTOMAaTHYECKOTO
OOHOBJICHMSI, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE 1101 TpaBaMH I0JIb30BATENS, @ HE aIMUHUCTPATOPA. DTO HE NO3BOJIUT
OOJIBLIIMHCTBY BPEIOHOCHBIX ITPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIEHOM KOMITBIOTEPE;

4. Vicnionp3yil aHTUBUPYCHBIE POTPAMMHBIE MPOTYKTHI H3BECTHBIX MPOU3BOAUTENEH, C aBTOMAaTHIECKUM
0OHOBIIEHHEM 0a3;

5. Orpanndp pU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Vcronp3yil BHEIIHWE HOCUTENW HMH(pOpMAlMM, Takue Kak (ielka, JUCK Ui (aiia U3 HHTEepHera,
TOJILKO M3 MPOBEPEHHBIX HCTOUYHUKOB,;

7. He oTkpbiBail KOMIIbIOTEpHBIC (ailfibl, MOTyYEHHbIE U3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te (haiibl,
KOTOpBIC TIPUCIIA TBOI 3HAKOMBIi. Jlydlie yrounu y Hero, otnpanisii i oH Teoe ux. Cetn WI-FI Wi-Fi
- 3TO HE BUJ NepeAayd JaHHbIX, HE TEXHOJOIMs, a BCero jumb OpeHn, mapka. Eme B 1991 rony
HUJepiaHacKkas Kommanus 3apeructpupoBana Openn «WECA», uro o0003Hadajao ClI0BOCOYETaHHE
«WirelessFidelity», koTopblil mepeBouTCs Kak «OecpoBOAHAs TOYHOCTbY. Jl0 HaIlero BpeMeHH AOIIa
npyras abOpeBuaTypa, KOTopas SIBISIETCS TakoW e TexHojorueil. 9to abbpeBuarypa «Wi-Fi». Takoe
Ha3BaHUe OBUIO JIaHO C HAaMEKOM Ha cTaHAapT BblclMii 3BykoBoi TexHuku Hi-Fi, uro B mepeBone
03HAYaeT «BBICOKAs TOYHOCTH». Jla, OecniaTHBIM MHTEPHET-IOCTYH B Kade, OTelIsIX M a’dpomoprax
ABISICTCA OTJIMYHOM BO3MOXKHOCTBIO BbIXOJla B HHTepHeT. Ho MHOrme 3KChepThl CUUTAIOT, 4YTO
obmenoctynubie Wi-Fi cetn He sBsitOTCS 0€3011acHBIMHU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001IeTOCTYNMHBIX ceTsax Wi-fi:

1. He mepenamaii cBoro ymuHyro uH(popmaruio depe3 obmenoctynasie Wi-Fi cetu. Paboras B HuX,
JKEJIaTeJIbHO HE BBOJUTH NAPOJIA JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEDPA;

2. Ucnonp3yit 1 OOHOBIISIM aHTUBHUPYCHBIE MpOrpaMMbl M OpaHamayep. Tem cambIM Thl 00€30IaCHIIb
ce0s OT 3aKauKH BUpYca Ha TBOE YCTPOICTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun ¢pynkmuio «O06muid qoctyn Kk ¢aiiam u npunrepam». JlanHas
(GyHKIHMS 3aKpbITa 10 YMOJYaHHIO, OJHAKO HEKOTOpBIE IMOJIb30BATENN aKTHUBHPYIOT €€ s yaoOcTBa
WCIIOIB30BaHUsI B paboTe Win yueoe;

4. He wucnonw3yit nmyOnmuunsii WI-FI 11 mepenauu JMYHBIX JAaHHBIX, HampuMep Ui BBIXOAAa B
COLIMAJIbHBIE CETH UJTU B 3JIEKTPOHHYIO TOYTY;

5. Nnone3yi#t Tonpko 3amuiennoe coenunenue depes HTTPS, a ne HTTP, T.e. mpu Habope BeGaapeca
BBOJIM UMEHHO «https://»;

6. B moO6mibHOM Tenedone otkmoun GpyHkuuio «Ilonkmouenne k Wi-Fi aBromaruueckn». He nonmyckait
aBTOMATHUYECKOr0 MOAKIIOYEeHUs ycTpoiicTBa Kk cersM Wi-Fi 6e3 tBoero coriacus. CouuanbHble CETH



CornanbHble CeTH aKTUBHO BXOJST B HAIy KH3Hb, MHOTHE JIIOJIU PA0OTAIOT U KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3aperucTpupoBaH MHIUTHAP]] YEIOBEK, YTO SBISETCS OJHON CEeIbMON BCeX J>KHUTEIeH
1aHeTbl. MHOTHE MOJb30BaTeNd HE MOHUMAIOT, YTO MHQpOpMAIHs, pa3MEIIeHHAas UMU B COLUAIbHBIX
CeTsIX, MOXKET OBbITh Hali/lcHa W WCIIOJIb30BaHAa KEM YrOJHO, B TOM YHCJE HE 00s3aTeNbHO C OJiarumMu
HaMEpPEHUSIMH.

OcHOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpanndb CIUCOK Jpy3eil. Y Te0s B Apy3bsAX HE TOJKHO OBITH CIIydailHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amuinail cBO 4acTHYIO kM3Hb. He yka3biBaii maposin, TenedoHsl, aapeca, JaTy TBOEIO POXKIACHUSI U
APYTYIO JINYHYI0 HHPOPMALKIO. 3II0YMBIIIICHHHKH MOTYT MCIIOJIb30BaTh Aa)Ke MHPOPMALIUIO O TOM, KaK
Thl U TBOU POJUTEINH IJIAHUPYETE IPOBECTH KAHUKYJIBI,

3. 3amminai CBOIO pEmyTaluio - JEpXKU €€ B YHCTOTE W 3a/JaBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Apyrue MOoJb30BaTeIM BUAEIH, 4TO Thl 3arpyxaemb? Ilogymail, mpexiae yeM 4To-TO OMYyOJUKOBATh,
HanucaTb U 3arpy3uTh;

4. Ecnu ThI TOBOpHILB C JIFOAbMM, KOTOPBIX HE 3HAElllb, HE MCIIOJIb3YH CBOE pealbHOE UMS U APYTYIO
JUYHYI0 HHPOPMALIMU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MPOUEE;

5. UzbGerait pasmemenus Qotorpaduit B MHTEepHETE, rae Thl M300pa’keH Ha MECTHOCTH, IO KOTOPOM
MO>KHO OIPENIEIUTHh TBOE MECTOIIOJIOKEHUE;

6. IIpu peructpanuu B COLUANbHON CeTH HEOOXOAUMO HCHOJIb30BaTh CIOXKHBIE MAPOJIM, COCTOSIINE U3
OykB ¥ H(p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. Ans couuanbHOM ceTH, MOYTHI M JAPYTUX CalTOB HEOOXOJIMMO HCHOJb30BaTh pasHble maponu. Toraa
ecii TeOsI B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH M1OJIY4aT JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE IEHbI'H

DNEeKTPOHHBIE JIEHBI'M — 3TO O4YeHb yMOOHBIN crmoco0 MiaTexkeid, OJHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOPBIE€ XOTAT MOJYUYUTh ITH JICHbIU. DJIEKTPOHHBIC ICHBI'U MOSBUIUCH COBCEM HEJIABHO M UMEHHO U3-
3a 3TOro BO MHOTHX TOCYAapCTBax J0 CHX MOpP HE MPOMHCAaHO MPO HUX B 3akoHaxX. B Poccum xe oHu
(GYHKIMOHUPYIOT M O HHUX YXE MPONMUCAHO B 3aKOHE, TJE HUX pa3JeiisaioT Ha HECKOJIbKO BHUIOB —
AHOHMMHBIE U HE aHOHHWMHbIE. Pa3HMIIa B TOM, YTO QHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs
MPOBOJUTH omepanuu 0e3 uAeHTU(DUKAIMK TOJIB30BaTeNil, a B HEAHOHMMHBIX WJIEHTU(DUKAIIUN
MOJIb30BaTeNs sABJseTcs o0s3aTenbHON. Takke cienyer paznuyarh SJIEKTPOHHBIE (UATHBIE IEHBIH
(paBHBI TOCYZAPCTBEHHBIM BAIOTAM) M DJIEKTPOHHBIE HeUATHBIE IEHBIU (HE PaBHBI TOCYaPCTBEHHBIM
BAJIIOTaM).

OcHoOBHbBIE COBETHI M0 0€30MACHOIi padoTe ¢ JIEKTPOHHBIMH TeHbIAMM:

1. IlpuBsixu Kk cyeTy MOOWIBHBIA Tene@oH. DTO caMmblii yIOOHBINM M OBICTPBIM CIIOCOO BOCCTAHOBUTH
noctyn K cuery. [IpuBsizaHHbIN TenepoH NOMOXKET, ecnu 3al0yaellb CBOM MaTeXHbIH Mapoib HIN
3aiJIenIb Ha CAT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonw3yii ogHopaszoBelie nmapoiu. [locne nepexoa Ha YCHIIEHHYIO aBTOPU3ALUIO Tebe yxe He OynaeT
YTpOKaTh OMACHOCTh KPaXXH WJIM TiepexBaTa IJIaTeKHOTO MapoJis;

3. BeiGepu croxxublii napoiis. [lpectrynHukam OyaeT He MPOCTO yrajaTh CIOXHBIM maposb. HanexHble
Mapoja — 3TO MapojH, KOTOpbIE coAepKaT He MeHee § 3HAKOB M BKJIIOYAIOT B ce0s CTPOYHBbIE U
IpONKCHbIe OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J0J1apa, GyHTa, BOCKIUIATEIbHBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM cBOM JIMYHBIE JAHHBIE HA calTaX, KOTOPBIM HE JOBEpsElIb. JJIEKTPOHHAs IIOouTa
DJeKTpOHHAs MOoYTa — 3TO TEXHOJIOTUS M MPEJOCTaBIsEMble €10 YCIYrd MO MEePEeChUIKEe U MOTYyYEHHUIO
AJIEKTPOHHBIX COOOILEHUH, KOTOpbIE PACHpPEAENSIOTCS B KOMIBIOTEPHOH ceTu. OOBIYHO 3JIEKTPOHHBIN



MOYTOBBIA SIIMK BBIMVISIAUT CIEAYIOIIMM OOpa3oM: UMS MOJNb30BaTENsA(@UMs_JOMeHa. Takke Kpome
nepeayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTH TepeiaBaTh (haiiibl.

OcHOBHbIE COBETHI 110 0€30MaCHOI PadoTe ¢ YJIeKTPOHHOM MOYTOM:

1. Hamo BeIOpaTh MpaBUIIBHBIN MOYTOBBIM CepBHC. B MHTEpHETE €CTh OrpOMHBIN BHIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyUIll€ JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBIN B PEUTHHTE;

2. He vyka3piBai B JWYHOM mouTe JUYHYO wuHpopmaruioo. Hampumep, myume BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» mu «pok2013» BMecTo «remal3»;

3. Hcnonp3yil ABYXSTallHyI0 aBTOPU3ALMIO. OJTO KOrJa IOMHUMO IapoJisi HYKHO BBOAUTH KOZ,
npucbUIaeMblil 1o SMS;

4. Bp1Oepu CIOXHBIM Taposib. J[s KakJOro MOYTOBOTO SAIIMKA JOJKEH OBITh CBOW HaJIC)KHBIMH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HANMCAaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIb3YH 3TY BO3MOKHOCT;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbIil /U 4acTHOM NEPENUCKU C aJpecaTaMH, KOTOPbIM
ThI IOBEPSCIIL. ITO IEKTPOHHBIN aipec HE HAZ0 UCIIOIB30BATh IPU PETUCTPALMU Ha OpyMax U caifTax;
7. He otkpbiBail Qailibl U Jpyrue BIOKEHUS B MHUCbMaX JaKe€ €CJIM OHM IMPHUILIM OT TBOUX JIPY3EH.
Jlyuie yTouHM y HUX, OTIIPABIISLIN JIU OHU TeOe 3TU (ailibl;

8. Ilocne oxoH4yaHus pabOTHl HA TOYTOBOM CEpPBHUCE IEepeja 3aKphITHEM BKIAJIKH C caiiToM He 3a0ynb
Haxkatb Ha «BeiiTu». KubepOymnuHr wuiam BHUpTyalnbHOE u3AeBaTelabcTBO KubepOymauHr —
IIpecieIOBAHNE COOOIIEHUSMHU, COJAEPKAIIMMU OCKOPOJIEHMSI, arpeccHUio, 3alyTMBaHUE; XYJIUTaHCTBO;
colMagbHOE OOUKOTUPOBAHUE C IIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYIIIMHIOM:

1. He Opocaiica B 60i. Jlyummii croco0: mocoBeToBaThCa Kak ce0si BECTH M, €CIIM HET TOTO, K KOMY
MOYKHO OOpaTHTBCS, TO BHAYaJlleé YCIOKOMTHCA. ECIM Thl HayHemb OTBeYaTh OCKOPOJICHUSMH Ha
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIIIe Pa30XkIKelb KOHDIUKT;

2. YopaBinsii cBoei kubeppenyTauuei;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHHUMHBIM
aKKayHTOM;

4. He ctout BecTu XyJIUTraHCKui o0Opa3 BUPTYyanbHOH ku3HU. IHTepHET GUKCHpYyET BCe TBOU ACUCTBUS U

COXpaHsIeT uX. Y JaluTh UX OyAeT KpaliHe 3aTpyAHUTEIbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil eaHUYHBIA HeraTuB. OQHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHHUS JIyUllle HTHOPUPOBATb.
OObIuHO arpeccus NpekpaaeTcs Ha HadaabHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COIMAJBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIIEHH C ONPEIeICHHBIX aIPECOB;

8. Ecnu ThI cBuaeTens kubepOysuivHra. TBOM NEMCTBUS: BBICTYIIUTH MPOTHUB MPECIIENOBATENS, TOKA3aTh
€My, 4TO €ro JEHCTBUS OLEHUBAIOTCA HETaTUBHO, IIOAJEP)KAaTh JKEPTBY, KOTOPOM HY)KHa
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTE B3POCIBbIM O (PaKTe arpecCUBHOTO MOBEIEHUS B c€TH. MOOMIIbHBIN
teneorn CoBpeMeHHble cMapT(OHBI U IUIAHLIETHI COAEP)KAT B cebe BIOJIHE B3pOCHbId (DyHKIMOHAI, U
Terepb OHU MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMHU KoMIlbloTepaMu. OIHAKO, CPEJCTB 3aLUTHI JUIS
MOJJOOHBIX YCTPOWCTB MOKa OYeHb Masio. TecTUpoBaHUE U MOUCK YA3BUMOCTEH B HUX NMPOUCXOAUT HE TaK
WHTEeHCHUBHO, Kak jutst [1K, To ke camoe kacaeTrcss 1 MOOMIIBHBIX NpHiIokeHn. COBpeMeHHbIE MOOHIIbHBIC
Opay3epbl yKe MPaKTUYEeCKH JOTHAJIM HACTOJIbHBIE aHAJIOIH, OJHAKO pacIlMpeHre (pyHKIMOHANA BiIeYeT
3a coO0M OOJBIIYIO CII0KHOCTh M MEHBIIIYIO 3alUIIEHHOCTb. /{aneko He Bce MPOU3BOAUTENH BITYCKAIOT
OOHOBJICHHS, 3aKPBIBAIOIINE KPUTUUECKHUE YSI3BUMOCTH JJIsi CBOUX YCTPOMCTB.



OcHOBHBIE COBETHI JJIA 0€30IACHOCTH MOOMJILHOIO TeJie(poHA:

1. Hudero He siBnsieTcs mo-HacTosleMy OecrutaTHeIM. bynb ocTopo)keH, BeAb Koraa Tede mpeniararoT
OecIulaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHe-TO IUIATHBIE YCIIYTH;

2. dAymaii, mpexie ueM otnpaButs SMS, ¢oto uinu Buaeo. Thl TOUHO 3HaACIIb, TJ€ OHH OYIyT B KOHEYHOM
urore?

3. Heo0x0aumMo 0OHOBISTH OMEPANMOHHYIO CUCTEMY TBOETO CMapThOHA,

4. Vicnionb3yi aHTUBUPYCHBIE IPOIPaMMBbl 17151 MOOMIIBHBIX T€JIE(hOHOB;

5. He 3arpyxail npujIOKEHUsI OT HEU3BECTHOIO MCTOYHHUKA, BEIb OHH MOTYT COLEP’KATh BPEIOHOCHOE
IIpOrpaMMHO€E 00ecIieueHHE;

6. Ilocne Toro Kak Thl BBIMJCIIb C CaiiTa, IJieé BBOJAWI JIMUHYIO HMH(GOpPMAIMIO, 3aiiil B HACTPOUKH
Opay3sepa u ynanu cookies;

7. Ileppoandecku npoBepsId KakKue IJIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. [laBaii cBOI1 HOMep MOOUIIBHOTO TeIe(OHa TOIBKO JIFOSIM, KOTOPBIX Thl 3HACIb U KOMY JIOBEPSICILb;
9. Bluetooth momkeH ObITh BBIKIIOYEH, KOTAAa Thl UM HE TOJb3yemibes. He 3a0bIBail HHOTA POBEPSATH
3T0. Online urpsr CoBpeMeHHbIE OHJIAHH-UIPbI — 3TO KpPAcOYHbIE, 3aXBaThIBAIOLIME pa3BICUCHMUS,
O00BEIUHSIOIINE COTHH THICSY YEJIOBEK IO BceMy MUpY. rpoku HcClaeayroT JaHHBIH UM MHUp, OOIIAIOTCS
JPYT € APYTOM, BBIIIOJIHAIOT 3a/1aHUs, CPAYKAIOTCSA C MOHCTPAMM U MOJIYYarOT ONBIT. 32 yIOBOJbCTBUE OHU
TUTATAT: TIOKYTAIOT TUCK, OTUTAYMBAIOT a0OHEMEHT MJIM MPUOOPETAIOT KaKue-To onuuu. Bee aTtu cpeacraa
UAYT Ha NOJ/Iep)KaHUe U pa3BUTHE UIPbI, @ TAKXKe Ha caMy 0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI
aBTOpPU3ALIMM, BBIYCKAIOTCS HOBble NaT4yd (UMQPOBBIE 3aIUIATKU Ui IPOrpaMM), 3aKpbIBAIOTCS
YA3BUMOCTH CepBepoB. B MOJOOHBIX MIpax CTOUT OMAcaThCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kXi TBOET0 IapoJisl, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AlMK OOJIBIIMHCTBA UTP.

OcHoOBHBIE COBETHI 10 0€30MACHOCTH TBOEI0 HUI'POBOTI0 aKKayHTa:

1. Ecnu npyroit urpok BefeT ceds IIoX0 WIM CO3JaeT Tebe HENpPUATHOCTH, 3a0JIOKUPYH €ro B CIHCKE
UTPOKOB;

2. Tloxanyiicst alMUHUCTPATOpaM WUIpPbl Ha IUIOXOE€ MOBEJECHUE 3TOT0 MIPOKA, JKENATEIbHO NMPUIIOKUTD
KAaKHe-TO JI0Ka3aTeIbCTBa B BUJIE CKPUHOB;

3. He yka3piBaii Tn4yHyro HHPOpMAIUIO B Ipodaiiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UIDE;

5. He ycranaBnuBail HeopumanbHble aT4d U MOJBL;

6. Mcnionp3yi CIIOKHBIE U pa3HbIE N1apOJIy;

7. Jaxe BO BpeMs UIPbI HE CTOMT OTKJIOYAaTh aHTUBHpYC. [Ioka THI Urpaemib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh. OUIIMHT WM KpaXka JIMYHBIX JaHHBbIX OOBIMHON Kpaskell JAeHer M JOKyMEHTOB CETOIHs yXke
HUKOTO HE yauBHUfIIb, HO C Pa3sBUTHEM HMHTEPHETTEXHOJOTUHN 3JIOYMBIIIJICHHUKN TEPEMECTUIIUCH B
MHTEpHET, U MPOJOJIKAIOT 3aHUMATHCS «WIIOOMMBIM» J1eJ0M. Tak MOsIBUJIach HOBasl yrpo3a: MHTEPHET-
MOILIEHHUYECTBA WU (UIIMHI, TJaBHAs LeJlb KOTOPOrO COCTOMT B MOJIYYEHHH KOH(HIECHIUAIbHBIX
JAHHBIX T0JIb30BaTeNel — JIOTMHOB U napoieil. Ha anrnuiickom si3bike phishing unraercs kak ¢pummHr
(ot fishing — prIGHas 0BAs, password — naposb).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIMHTOM:

1. Cneqm 3a cBouM akkayHTOM. Eciam Thl momo3peBaeiib, YTO TBOS aHKeTa Oblla B3JIOMaHa, TO
He00X0IMMO 3a0JI0OKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnionw3yit 6e3omacHbie BEO-CaThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonb3yit cinoxHbIe U pa3Hbie mapoiu. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO 3JI0yMBIIIIIECHHUKH
MOJTy4aT IOCTYI TOJIBKO K OJHOMY TBOEMY MPODUITIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3moManu, To HE0OOXOIUMO MPEAYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE TOOABIEHBI y
T€0s1 B APY3bsIX, O TOM, UTO T€Os B3JIOMAJIH M, BO3MOXKHO, OT TBOETO HUMEHHU OYAET pacchUIaThCs CIaM U
CCBUIKM Ha (PUIIIUHTOBBIE CANUTHI;

5. YcranoBu HaaexHbIi naposis (PIN) Ha MoOUIBHBIH TenedoH;



6. OTKIIIOYH COXpaHEHHE MMapoJisi B Opaysepe;

7. He oTkpbIBail (aiinbl M Apyrue BIOXKEHUS B MUCbMax JaXke €CJIM OHM NPUIUIM OT TBOUX JPY3ei.
Jlydmie yTOuHWM y HUX, OTHpaBIsLId U OHM Tebe >Tu (aiiner; [{udposas penyramus [udposas
peryTanusi - 3TO HEraTMBHAs WJIM TMO3UTHBHAas uHpopmamus B cetu o Tebe. Kommpomerupyromas
uH(popMalyg pa3MelleHHas B MHTEPHETE MOXKET CEpbe3HbIM 00pa3oM OTPa3UThCS Ha TBOEU peabHOM
xm3Hu. «[{udposas permyranus» - 3T0 TBOM UMUK, KOTOPbIH GopmupyeTcs u3 uHpopMauu o Tede B
uHTepHeTe. TBOEe MECTO JKUTENIbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX — BCE ATO HAKAIUIMBACTCSA B CETU. MHOTHE MOJPOCTKH JIETKOMBICTIEHHO OTHOCSTCS K
nyOnauKanuu JudHoi uHbopMmanuu B MHTepHeTe, He MOHMMAas BO3MOXHBIX MociencTBUi. Thl naxe He
CMOXEIIb J0TafaTbcs O TOM, 4To ¢ororpadus, pasMemieHHas 5 JeT Ha3aj, cTaja MPUYUHON OTKas3a
npUHATH TeOs Ha padoTy. KommeHTapuu, pa3menienue TBoux ¢ororpaduil u Ipyrue 1eiCTBUsS MOTYT HE
MCYE3HYTh JaXK€ IOCJE TOTO, KaK Thl MX yJaJIWIIb. Thl HE 3HACNIb, KTO COXPaHWJ 3Ty HMH(OPMAIHIO,
rornasa Jid OHa B TIOMCKOBBIE CHCTEMBl M COXPAaHUJIACh JIU OHA, a TJIABHOE: YTO MOAYMAlT O Tebe
OKpY’Karolee JIIOU, KOTOPhIe HAWIYT M YBUAAT 3T0. HaliTh mH(MOpMAIIMI0O MHOTO JIET CITYCTS CMOXKET
000 — Kak U3 JoOpBIX MOOYKIEHUH, TaKk U ¢ HAMEpEHUEM MPUUYUHUTH Bpell. DTO MOXKET OBITh KTO
YTOJHO.

OcHoOBHBIE COBETHI 0 3aUTe NN(POBOM pPemyTALMH:

1. [Tomymaii, Ipesk/Ie 4eM 4TO-TO MyOTMKOBATh U TIepeaBaTh y ceOsi B 00T MM B COLMATBHON CETH;

2. B Hacrtpoiikax npo¢uisi yCTAaHOBU OTPaHUYEHHS Ha MPOCMOTP TBOETO MPOQUIIS U €ro COAEPKUMOTrO,
c/ienail ero TOJIBKO IS APY3€ily;

3. He pasmemaii u He yka3bIBail HHPOpPMAIUIO, KOTOPAst MOXKET KOro-1100 OCKOPOIATH HIIM OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKHA— aKTUBHBIE 110JIb30BaTeNH 1H(poBoro npocrpancTsa. OHaKoO JajleKko HE Bee

3HAIOT, YTO I0JIb30BAaHWE MHOTMMHU BO3MOKHOCTAMU LU(POBOro Mupa TpeOyeT coOJII0JIeHUsl IpaB Ha
MHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTh. TEpMHUH «HMHTEIUIEKTyaldbHas COOCTBEHHOCTb» OTHOCHUTCS K
Pa3IMYHBIM TBOPEHMSIM YEJIOBEYECKOTO yMa, HAUYMHAs C HOBBIX M300pETEHMI U 3HAKOB, 0003HAYAIOLIUX
COOCTBEHHOCTh Ha MPOJYKTHI M YCIYTH , M 3aKaHUMBas KHUTaMu, GororpadusiMu, KUHOQUIbMaMH H
MY3bIKaJIbHBIMU IIPOU3BEICHUSIMU. ABTOPCKHE ITpaBa — 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD
Ha NPOU3BEACHMS HAyKH, JINTEPATYpbl U UCKyCCTBA. ABTOPCKHE MpPaBa BBICTYNAIOT B KAYECTBE TapaHTHH
TOT0, YTO MHTEJUIEKTYaJIbHbII/TBOPUYECKHI TPy aBTOpa HE OyJIeT HalpacHbIM, AACT €My CIIpaBeIJIUBbIE
BO3MOKHOCTH 3apa0oTaTh Ha pe3ylbTaTax CBOErO TPYAa, MOJYYUTh U3BECTHOCTh M Npu3HaHHe. HUkTo
0e3 paspelleHusl aBTopa HE MOYKET BOCIPOU3BOAUTH €ro INPOU3BEACHHE, PACIPOCTPAHATh, ITYOJIUYHO
J€MOHCTPHPOBATh, IpPOAAaBaTh, HMIOPTUPOBATh, IyCKaTb B MPOKAT, MYOJUYHO HCIOJHATS,
MTOKa3bIBaTh/UCIIOJHATH B 3(upe miu pazmemiats B HTepHere.

Hcnouan3oBanue «IIMPATCKOro» MnporpaMmmMmHOro o0ecrmeueHus] MOJKeT NMPpUBECTH K
MHOI'MM pI/ICKaM: OT NOTEPHU MOAHHBIX K TBOUM A4AKKayHTaM MO0 6J'IOKI/IpOBKI/I TBOCTO yCTpOfICTBa, rac
yCTaHOBJIeHHBIfI HC JICraJibHas IIporpamMma. He crout Ttakxe 336I>IBaTI>, 4YTO CYWCCTBYCT JICTAJIBHBIC H
OecraTHEBIC IIporpaMmbl, KOTOPLIC MOKHO HalTH B CETH.



